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Welcome To All Things Apple

A Few More Words About Passwords
&

Apple’s Password Manager
First Everything we heard a few weeks ago IS correct!

One Can Create passwords
* from word phrases
» from a favorite core word with some additions
* from any “system” that works for you
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For Now
Use Apple’s Password Manager




Simple Facts About Passwords

 The more characters the better
 The more options per character the better

Alphabet 26 upper&lower 52 Numbers & characters 72

* Random use of above is best

Better than “algorithms” or phrases or anything else

 Use a Password Manager with or without
2 Factor Authentication

e One is built into macOS/i0OS/iPadOS
“Passwords”




| Love Password Managers

| have hundreds of passwords, most of
which | have never seen!

If | ever need to see one, |
retrieve it from my Password

Manager via System Settings
or Safari’s settings or | simply
ask Siri to show them

Let’s look at them...



Click on “Passwords” in Settings or Safari Settings

Passwords

Q

Passwords

* Siri & Spotlight

@ Privacy & Security

= Desktop & Dock

-®- Displays

. Wallpaper
. Screen Saver
. Energy Saver

8. Lock Screen Passwords Are Locked
. Login Password

Passwords Are Locked

Enter the password for the user

Enter the password for the user
“MacsWestRoomD" to unlock.

& Users & Groups “MacsWestRoomD" to unlock.

Passwords

@ Internet Accounts
u Game Center

&8 Wallet & Apple Pay

! Keyboard

g Mouse
! Printers & Scanners Safari Sett i n g S

Settings




After authentication, you see

Passwords

affinity.store
Last modified 11/27/2

User Name ngruin@gmail.com

‘ﬁ Security Recommendations
google.com, holdmycourt.com, and 27 more Password eepcccccccsccscanses

. Password Options Change Password on Website

Share Passwords with Family
Share passwords and passkeys safely and securely with your family.

Not Now Get Started

accountonline.com
Nne+++n@gmail.com .
Account Options

affinity.store .
ngruin@gmail.com \ Verification Code

alight.com
nickgruin - Website

alight.com affinity.store
SandyGruin
alltrails.com
ngruin@gmail.com M Delete Password... Done
allypro.tech

naruin@amail.com




Do we have to
“Turn On”
Apple’s Password Manager?

Keychain is a Utility in Apple’s Operating Systems
It is on by Default

“Password” is a pretty face on Keychain
It too is on by Default



How does one use Apple’s Password Manager

Let’s Watch A Short Video from “The Mac U”

Courtesy “The Mac U”: Mac Security
Password Management



Review Password Manager Usage

When you are using Safari and logging/signing into an
account, you will see the following dialog box after you
have entered your ID and Password - either yours or the

New/Strong one suggested for you

Member Login

Email: JohnSmith@gmail.com

Password: |

Passwords...
) Suggest New Password
Login

Would you like to save
this password?

You can view, edit, or remove saved
passwords in Safari Passwords
preferences.

Save Password

Never for This Website

Not Now




After You Have Saved a Password for a Site and are returning

Log In

Login Login Login
Username Username Username
\\» \ L ] [ NickG91 }
Password ? Nickeo1 Password
‘k © ‘ N T Dy ) (o] ‘ [ oooooooooooooooooooo t o )
{:I Remember my username Ij Remember my username \j Remember my username
ke
Forgot username or password? Forgot username or password? Forgot username or password?
< Back

To verify it's you, we'll send Enter the code we just sent

a temporary code to your to your phone

phone We sent the code to (XXX) XXX-0575. It will expire

Wlth 2 FaCtor We'll send it to this number. after 30 minutes.

Security code

Authentication (XXX) XXX-0575 = )

Verify With a T et s o e aere
Te m po ra ry C Od e E Call me with the code J m [ Recend code }

Can't receive the code?

Can't receive the code?

Cancel
Cancel



That’s About All You Need To Know

But wouldn’t it be nice if your Passwords also synced
across all your devices??

That’s what “iCloud Passwords” is for!



macOS

iICloud Passwords

ICloud Passwords & Keychain does need to be
turned on in iCloud Settings to become operational

iCloud Passwords

Q iCloud+

@ Nick Gruin BN

Apple ID Backups @ Documents Y

Q|

u Security Recommendations
google.com, holdmycourt.com, and ]

@5 rFamily

Account Storage

. Password Options
>~ Wi-Fi Optimize Mac Storage

The full ¢ f iCloud Driv:
X Bluetooth e ce. Older document Share Passwords with Family

Share passwords and passkeys saf

@ Network

R Apps Using iCloud
T Notifications

4-’)) Sound m MBS

Password Options
Recently Deletec

Q AutoFill Passwords and Passkeys
accountonline.c¢
n----n@gmail.com General

¢ Appearance

AutoFill helps you sign into apps and w

L Focus n iCloud Drive

& Screen Time B iCloud Mail

Use passwords and passkeys from

@ Accessibility

General @ Passwords & Keychain

¢ Appearance

iCloud Keychain

Control Center

@ Accessibility

Control Center iCloud+

® Siri & Spotlight Verification Codes

Authentication Needed

@ Privacy & Security Delete After Use
Automatically delete fication codes in Messages and Mail after they
are used.

= Desktop & Dock




10S/iPadOS

How to turn on iCloud Passwords & Keychain in
I0S/IPadOS

10:35

iCloud Passwords & Keychain

iCloud Passwords
& Keychain

Securely store passwords,
credit cards, and more in
iCloud. Share passwords with
people you trust. AutoFill
your information in Safari and
other web browsers on your

devices.

Manage Account Storage

_ Recommended
Nick Gruin ) e

i You're all caught up
ngrum@me.com

APPS USING ICLOUD

Photos

B iCloud Drive

. Personal Information
. Sign-In & Security

. Payment & Shipping
24 iCloud Mail On

Sync this iPhone .

. Subscriptions
. Passwords and Keyc...

Show All

iCloud 50 GB

g Media & Purchases
DEVICE BACKUPS




Apple’s iCloud Passwords
One More Video from “The Mac U”

Courtesy “The Mac U”: iCloud
iCloud Passwords



How about we do something worthwhile
with Your Password Manager
Right Now?

yWe-

'“\)5 Let’s Use Safari - Go To - https://appleid.apple.com/
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One account for everything Apple.

A single Apple ID and password gives you access to all Apple services.
Sign in to manage your account.

Click on Sigy*




Regardless of what the screen asks or says regarding
your device password, choose you want to enter a
different password.

a Apple ID

Do you want to sign in to appleid.apple.com with your

Apple ID “ i ! "2
pple D Tonin@me.com Manage your Apple Account

Continue with Password

Email or Phone Number
ngruin@me.com

| Password (=) |

You Have Now Added Your ApplelD and  nd Password
Password to your list of Managed Passwords nhtinue

so you’ll always have it if you need to know it!

Log Out Of The ApplelD Website




OK...
But if all my passwords are on my device
And My Device is Only Protected with a 4 or 6
Character PassCode, Can’t that be unlocked
INSTANTLY?? That is what we were told!

Numbers, Upper Numbers, Upper
and Lowercase and Lowercase
Letters Letters, Symbols

4 Instantly Instantly Instantly Instantly Instantly

D e | i | Wait a Minute!!

B - | oy | Cos L oo |

D B (D e |

0 T " ddays | 3weeks : :

& m fEal Rrzrmeerzeam | This chart is only true
| el
when a COmPUter can

...
. EE

R endlessly (and rapidly)
. mm m
e

Number of Numbers Lowercase Upper and
Characters Only Letters Lowercase Letters

43m years supply tries
2bn years

T, s T
18 9 months 100 tn years 7qd years




A 4/6 digit “Passcode” is good enough
for your iPhone, iIPad & Mac

BECAUSE your Apple devices will lock you out following
just 6 unlock tries

After 5 iPhone unlock trys, if you repeatedly enter wrong codes, you will get the following results:

» After six failed passcode attempts in a row, an iPhone will be locked for 1 minute.

» After seven failed passcode attempts in a row, an iPhone will be unavailable for 5 minutes.
» After eight wrong passcode attempts in a row, you will be locked out for 15 minutes.

e After nine wrong passcode attempts in a row, you will be locked out for 1 hour.

» After 10 failed passcode attempts in a row, no timer, no more chances to enter passcode.

And That Goes For Your iPad and your Mac as well...



“l Want Even More Security!”

“I’'ve Googled and there are MANY sites claiming to
allow you/someone to get into your device quickly”

Wellll, That’s True...

But not without completely erasing it!

Still More Security??



Turn On Additional Protection Settings

Erase After 10 Tries

Face ID & Passcode

Reply with Message
Home Control
Wallet

Return Missed Calls

Accessories

Unlock iPhone to allow accessories
to connect when it has been more
than an hour since your iPhone was
locked.

Erase Data ‘

Erase all data on this iPhone after 10
failed passcode attempts.

Data protection is enabled.

If You Are Not In A Familiar Place
Require Time Delay and/or Biometric To Change

8:00 T .

Face ID & Passcode

iPhone will check for attention
before dimming the display,
expanding a notification when
locked, or lowering the volume of
some alerts.

Stolen Device Protection
On

Require Passcode Immedi...

UNLOCK WITH APPLE WATCH

Nick's Apple Watch .

Use the seQuia.cannaction to your

8:00

Stolen Device Protection

Stolen Device
Protection Q

This adds another layer of security
to your iPhone in the event that it is
stolen and someone knows your
passcode.

REQUIRE SECURITY DELAY

Away from
Familiar Locations

Always

A delay will be required when you
are not at a familiar location, such
as your home or work, to change

security settings.




Security Take-aways:

Password Managers generate MUCH MORE SECURE
Passwords than you likely do, AND They Remember Them!

And
They Auto-Fill Them on Most Web Sites.
If one doesn’t automatically work,
just look it up in “Passwords” in Settings or Safari.

Do YOU Still Have a Good Reason To Not Use One?

Your Devices are Pretty Darn Secure.

Why Do You Think the Police & Security Agencies Want Apple To
Give Them a Way to Get In?!?







